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Incident Response Guide

How to Use This Guide
The aftermath of a breach or other incident can be chaotic, and the last thing you
want is to be making up an incident response plan on the fly. This guide provides a
list of basic detection and response actions that IT teams can follow as they respond
to and remediate incidents.

You will find basic response actions for the following severity incidents:
● Critical: Initiate response immediately
● High: Initiate response within 2 hours
● Medium: Initiate response within 4 hours
● Low: Initiate response within 24 hours
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Critical Incidents

Category Description Examples of How to Detect

Ransomware A type of malicious
software designed to block
access to a computer
system until a sum of
money is paid.

File extension changes.

File associations with programs
changes.

Applications not working

Ransom note or README present.

Exploit Kit
Detection

A tool used for malicious
exploitation of systems is
installed and running in the
environment.

System Performance is occupied by
a scripting language such as
python.

Anti-Malware agents will inform of
exploit kit activity.

Command
and Control

A command and control
server (C&C server) is a
computer that issues
directives to digital devices
that have been infected
with rootkits or other types
of malware, such as
ransomware.

Firewall Logs or Alerts inform of
Malicious IP Connectivity.

IPS logs or alerts show command
and control signatures.

Malware
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1. Assess the scope of the incident begin documenting on a separate
workstation

a. The time of detection
b. A brief description of the detection
c. Usernames of affected accounts (if any)
d. Host Names of the systems
e. Local IP Address of the systems
f. File extension names including full file paths

2. Investigate alerts from active security tools and acknowledge any new
detections.

3. Isolate affected endpoint(s) from the network to prevent malware from
moving laterally throughout the environment.

4. Escalate to ActZero and provide information from Step 1.
a. Additional Actions:

i. Kill running process(es) associated with malware.
ii. Delete malicious binaries.
iii. Block command and control IP addresses at network perimeter.
iv. Ban malicious MD5 or SHA2 hashes with whitelisting tools or other

relevant products.
v. Remove persistence mechanisms (Scheduled Tasks, Autorun

Keys, etc.).
vi. Minimize risk of a future attack by assessing administrative

controls. Review account usage and reset passwords, limit
administrative access where possible, and disable unnecessary
file sharing access.

vii. Patch vulnerable systems.
viii. Determine if sensitive data is present.

1. If so, fill out breach response form (See Appendix)

Response and Remediation
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Escalation Procedure

1. Contact ActZero by one of the following and provide assessment info above:
a. Phone Call: +1 855 917 4981 (preferred)
b. Email: threathunting@actzero.ai

2. Incident response specialists initiate pre-defined response plans specific to
the severity and type of the incident.

3. Complete initial scoping assessment to determine systems and data affected
by the incident.

4. Notify appropriate personnel if scoping assessment determines that the
sensitive data was affected by the incident.

5. Notify relevant stakeholders when the incident has been successfully
remediated.

6. Optional debrief meeting to look at improvements to incident response
process with VCISO.

Ransomware:

To test for the procedure use the following test files and procedure on a
workstation to evaluate readiness. With a corporate operating system from
one of the below, open a browser and download the associated test file.

● Windows — https://wildfire.paloaltonetworks.com/publicapi/test/pe
● MacOSX— https://wildfire.paloaltonetworks.com/publicapi/test/macos
● Android — https://wildfire.paloaltonetworks.com/publicapi/test/apk

Testing Procedure

4

http://mailto:threathunting@actzero.ai
https://wildfire.paloaltonetworks.com/publicapi/test/pe
https://wildfire.paloaltonetworks.com/publicapi/test/macos
https://wildfire.paloaltonetworks.com/publicapi/test/apk


Exploit Kit:

To test the exploit kit the anti-virus must inform the user of the kit.  Use any of
the following links to test these alerts with your anti-malware product by
selecting a Windows workstation in the environment and clicking on the links:

Download area using the secure, SSL enabled protocol HTTPS

eicar.com
68 Bytes

eicar.com.txt
68 Bytes

eicar_com.zip
184 Bytes

eicarcom2.zip
308 Bytes
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High Incidents

Category Description Examples of How to Detect

Cloud Account
Takeover

An account which
access email or cloud
file systems has been
used by someone other
than the intended user

Security Alert from Providers inform
of potential account takeover

Dark web monitor informs of
breached email addresses

1. Assess the scope of the incident begin documenting on a separate
workstation

a. The time of detection
b. A brief description of the detection
c. Usernames of affected accounts
d. Source IP Addresses of Attackers

2. Contact user via phone to inform their account requires a password reset
3. Enable Multi-Factor Authentication if disabled.
4. Investigate email logs to determine any access behavior.
5. Determine if sensitive data present.

a. If so, fill out breach response form  (See Appendix)

1. Contact ActZero and provide assessment info above to close tickets.
a. Email: threathunting@actzero.ai

2. Optional debrief meeting to look at improvements to incident response
process with VCISO.

Account Compromise

Response and Remediation

Escalation Procedure

Response and Remediation
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Account Takeover

Send the following email to IT Administration to test procedures:

ActZero detected a suspected O365 Account Takeover (ATO) based on a successful
login to an account from a known malicious IP address. We have the following
information about the suspected attack:

ACCOUNT: username@domainname.com
TIMESTAMP: 2021-04-01 12:58:49 (UTC)
IP ADDRESS: 196.54.28.56
IP ADDRESS COUNTRY: United States

Microsoft recommends you take following actions:
https://docs.microsoft.com/en-us/archive/blogs/office365security/how-to-fix-a-compro
mised-hacked-microsoft-office-365-account

You might see the same event as a login failure on your logs if you have any further
protection enabled on your portal (such as conditional access rules) that might block
the authentication on a later phase. At a minimum, we recommend you reset the
user’s credentials because they are known by the attacker.

ActZero Team.

Testing Procedure
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Category Description Examples of How to Detect

Asset Loss A user has lost a device
which contains corporate
data

A laptop is lost or stolen

A smartphone is lost or stolen
connected to the enterprise
messaging system

Data Loss A user has lost data either
in hardcopy or during an
attack with unauthorized
access

A USB key containing sensitive
data is lost

A hard copy of data is lost or
stolen.

1. Assess the scope of the incident begin documenting on a separate
workstation:

a. The time of detection
b. A brief description of the detection
c. Usernames of affected accounts (if any)
d. Host Names of the systems
e. Local IP Address of the systems
f. Data Fields such as usernames, passwords, addresses

2. Fill out breach response form to record incident.
3. Use Appendix to contact required privacy offices.

1. Schedule time with VCISO to discuss exposure and plan for communications.

Data Loss

Response and Remediation

Escalation Procedure
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Asset Loss:

Send the following email to IT Administration to test procedures:

I have lost my laptop which contains employment information for staff on the subway.

Data Loss:

Send the following email to IT Administration to test procedures:

A set of printed records from our file cabinet seems to have been lost in an office
move.

Testing Procedure
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Medium Incidents

Category Description Examples of How to Detect

Dark Web Chatter A threat intelligence
services has indicated a
threat actor is discussion
an attack against the
organization

Local Law Enforcement
contacts you to indicate that
there are threat actors
targeting members of staff or
the network.

1. Assess the scope of the chatter record:
a. Threat Actor Name or Group
b. Target usernames, IPs or systems in question
c. Escalate to VCISO

1. Provide information to VCISO.
2. Debrief on Threat Actor and prepare defenses accordingly.

Send email to VCISO with the following:

Received a call from the FBI regarding activity of an attack from COZY BEAR.

Dark Web Chatter

Response and Remediation

Escalation Procedure

Testing Procedure
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Low Incidents

Category Description

Riskware Tools that are typically installed intentionally but are
designed to circumvent security policy and controls.

1. Acknowledge detection(s)
2. Kill running process(es)
3. Contact affected end user
4. Uninstall unwanted programs
5. Mark as remediated

1. Primary responder will remediate detection within 24 hours.
2. Document response actions and notify relevant stakeholders as needed upon

remediation.

1. On a windows machine within the environment click on any of the following
viruses:

Download area using the secure, SSL enabled protocol HTTPS

eicar.com
68 Bytes

eicar.com.txt
68 Bytes

eicar_com.zip
184 Bytes

eicarcom2.zip
308 Bytes

2. Send an email to IT Administration with a screenshot of the detection.

Malware

Response and Remediation

Escalation Procedure

Testing Procedure
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Vulnerabilities

Category Description

Bug Bounty A reward offered to a person who identifies an error or
vulnerability in a computer program or system.

1. Provide information to vCISO.
2. Debrief on bug discovered and review to determine if it is a risk.

You should not engage if the following events occur during a bounty:

● Attempts to modify/destroy/corrupt other users data.
● Attempts to (D)DoS any applications
● Any violations of applicable law.
● Accessing other users' account details or any other user's private information.

Send email to VCISO with the following:

Received an email regarding a bug bounty from an anonymous user asking for a
reward.

Reply back with the following:

Thank you for contacting [CUSTOMER NAME]. Please note, the [CUSTOMER NAME]
does not operate a public bug bounty program and does not offer rewards or
compensation in exchange for submitting potential issues. We appreciate the
contribution researchers and experts make to our security efforts.

Escalation Procedure

Responsible Disclosure

Testing Procedure
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Appendix A: Record Keeping Post-Incident

Use the following form post-incident to record information about the incident where
sensitive information was accessed.

DPO/COMPLIANCE OFFICER/INVESTIGATOR DETAILS:

NAME: POSITION:

DATE: TIME:

TEL: EMAIL:

INCIDENT INFORMATION:

DATE/TIME OR PERIOD OF BREACH:

DESCRIPTION & NATURE OF BREACH:

TYPE OF BREACH:

CATEGORIES OF DATA SUBJECTS
AFFECTED:

CATEGORIES OF PERSONAL DATA RECORDS CONCERNED:

NO. OF DATA SUBJECTS AFFECTED: NO. OF RECORDS
INVOLVED:

IMMEDIATE ACTION TAKEN TO CONTAIN/MITIGATE BREACH:

STAFF INVOLVED IN BREACH:

PROCEDURES INVOLVED IN BREACH:

THIRD PARTIES INVOLVED IN BREACH:

BREACH NOTIFICATIONS:

WAS THE SUPERVISORY AUTHORITY NOTIFIED? YES/NO

IF YES, WAS THIS WITHIN 72 HOURS? YES/NO/NA

If no to the above, provide reason(s) for delay
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WAS THE BELOW INFORMATION PROVIDED? (if applicable) YES NO

A description of the nature of the personal data breach

The categories and approximate number of data subjects affected

The categories and approximate number of personal data records concerned

The name and contact details of the Data Protection Officer and/or any other
relevant point of contact (for obtaining further information)

A description of the likely consequences of the personal data breach

A description of the measures taken or proposed to be taken to address the
personal data breach (including measures to mitigate its possible adverse
effects)

WAS NOTIFICATION PROVIDED TO DATA SUBJECT? YES/NO

INVESTIGATION INFORMATION & OUTCOME ACTIONS:

DETAILS OF INCIDENT INVESTIGATION:

PROCEDURE(S) REVISED DUE TO BREACH:

STAFF TRAINING PROVIDED: (if
applicable)

DETAILS OF ACTIONS TAKEN AND INVESTIGATION OUTCOMES:

HAVE THE MITIGATING ACTIONS PREVENTED THE BREACH FROM OCCURRING AGAIN? (Describe)

WERE APPROPRIATE TECHNICAL MEASURES IN PLACE? YES/NO

If yes to the above, describe measures

Investigator Signature: ____________________ Date: __________________
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Appendix B: Privacy Office Contacts NEA

Country
Province/

State
Name of Legislation or Local Regulation ID

Information
URL

Breach
Report Form

URL

Canada Federal
PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here Click here

Canada Alberta PIPA | Personal Information Protection Act Regulation Click here Click here

Canada
British
Columbia

PIPA | Personal Information Protection Act Regulation Click here Click here

Canada Manitoba
PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here Click here

Canada
New
Brunswick

PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here Click here

Canada
New
Foundland

PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here Click here

Canada Nova Scotia
FOIPOP | Freedom of Information and Protection of Privacy
Act
PIIDPA | Personal Information Disclusore Protection Act

Click here Click here

Canada Ontario
PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here Click here

Canada PEI
PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here Click here

Canada Quebec Bill 62 (PIPEDA until the bill passes) Click here Click here

Canada Sask
PIPEDA | Personal Information Protection and Electronic
Documents Act

Click here n/a

EU General GDPR | General Data Protection Regulation Click here n/a

EU Austria GDPR | General Data Protection Regulation Click here Click here

EU Belgium GDPR | General Data Protection Regulation Click here Click here

EU Croatia GDPR | General Data Protection Regulation Click here n/a
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https://www.priv.gc.ca/en/report-a-concern/report-a-privacy-breach-at-your-organization/report-a-privacy-breach-at-your-business/
https://www.priv.gc.ca/media/4844/pipeda_pb_form_e.pdf
https://www.oipc.ab.ca/action-items/how-to-report-a-privacy-breach.aspx
https://www.oipc.ab.ca/media/950542/form_breach_report_aug2018.docx
https://www.oipc.bc.ca/resources/guidance-documents/
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/
https://www.ombudsman.mb.ca/info/privacy-breaches.html
\https://www.ombudsman.mb.ca/breaches/privacy-breach-reporting-form.html
https://www2.gnb.ca/content/gnb/en/departments/finance/office_of_the_chief_information_officer/content/rti.html
https://oic-bci.ca/wp-content/uploads/2019/07/Privacy-Breach-Reporting-Form-RTIPPA.pdf
https://www.oipc.nl.ca/publicbody/breach-reporting
https://www.oipc.nl.ca/pdfs/PrivacyBreachReportingForm.pdf
https://beta.novascotia.ca/documents/manage-privacy-breach-protocol-and-forms
https://beta.novascotia.ca/sites/default/files/documents/1-1132/managing-privacy-breach-protocol-and-forms-en.pdf
https://www.ipc.on.ca/guidance-documents/
https://www.ipc.on.ca/guidance-documents/forms/report-a-privacy-breach-at-your-organization/
https://www.assembly.pe.ca/offices/information-and-privacy-commissioner
https://www.assembly.pe.ca/sites/www.assembly.pe.ca/files/oipc-privacy-breach-reporting-form.pdf
http://www.assnat.qc.ca/en/travaux-parlementaires/projets-loi/projet-loi-64-42-1.html
https://www.priv.gc.ca/media/4844/pipeda_pb_form_e.pdf
https://oipc.sk.ca/resources/forms/
https://gdpr.eu/
https://www.data-protection-authority.gv.at/notification
https://iapp.org/media/pdf/resource_center/Australia_Notify_DPA_Breach.pdf
https://dataprotectionauthority.be/professional
https://dataprotectionauthority.be/professional/actions/data-breach
http://azop.hr/info-servis/detaljnije/izvjesce-o-povredi-osobnih-podataka


EU Cyprus GDPR | General Data Protection Regulation Click here Click here

EU
Czech
Republic

GDPR | General Data Protection Regulation Click here Click here

EU Denmark GDPR | General Data Protection Regulation Click here n/a

EU Estonia GDPR | General Data Protection Regulation Click here n/a

EU Finland GDPR | General Data Protection Regulation Click here Click here

EU France GDPR | General Data Protection Regulation Click here n/a

EU Germany GDPR | General Data Protection Regulation Click here n/a

EU Greece GDPR | General Data Protection Regulation Click here Click here

EU Hungary GDPR | General Data Protection Regulation Click here Click here

EU Ireland GDPR | General Data Protection Regulation Click here Click here

EU Italy GDPR | General Data Protection Regulation Click here n/a

EU Latvia GDPR | General Data Protection Regulation Click here Click here

EU Lithuania GDPR | General Data Protection Regulation Click here Click here

EU Luxembourg GDPR | General Data Protection Regulation Click here Click here

EU Malta GDPR | General Data Protection Regulation Click here Click here

EU Poland GDPR | General Data Protection Regulation Click here Click here

EU Portugal GDPR | General Data Protection Regulation Click here Click here

EU Romania GDPR | General Data Protection Regulation Click here Click here

EU Slovakia GDPR | General Data Protection Regulation Click here n/a

EU Slovenia GDPR | General Data Protection Regulation Click here n/a

EU Spain GDPR | General Data Protection Regulation Click here n/a

EU Sweden GDPR | General Data Protection Regulation Click here Click here

EU
The
Netherlands

GDPR | General Data Protection Regulation Click here Click here

Germany Bavaria GDPR | General Data Protection Regulation Click here Click here

Germany Berlin GDPR | General Data Protection Regulation Click here Click here
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http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/home_el/home_el?opendocument
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/C66E9E93F4A5D0D4C22582AA00225D7F/$file/Data%20breach%20notification%20form%20ENG%20v2.xlsx
https://www.uoou.cz/en/
https://www.uoou.cz/en/assets/File.ashx?id_org=200156&id_dokumenty=1974
https://www.retsinformation.dk/eli/lta/2018/502
https://www.aki.ee/en/data-protection-officer/data-protection-officer
https://tietosuoja.fi/en/data-breach-notification
https://tietosuoja.fi/en/data-breach-notification
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000024502658&fastPos=1&fastReqId=746339044&categorieLien=id&oldAction=rechTexte
https://www.gesetze-im-internet.de/bdsg_2018/
http://www.dpa.gr/portal/page?_pageid=33,211142&_dad=portal&_schema=PORTAL
http://www.dpa.gr/pls/portal/url/ITEM/6C663E3164CFD655E050A8C07C240CFA
https://www.naih.hu/adatvedelmi-incidensbejelent--rendszer.html
https://dbn-online.naih.hu/public/login
https://www.dataprotection.ie/docs/GDPR-Overview/m/1718.htm
https://forms.dataprotection.ie/report-a-breach-of-personal-data
https://www.garanteprivacy.it/home_en
http://www.dvi.gov.lv/lv/personas-datu-apstrades-aizsardzibas-parkapuma-pazinojuma-iesniegsana/
https://www.dvi.gov.lv/lv/wp-content/uploads/Pazi.ojuma-veidlapa-2018.05.14-xlsx-protected.xlsx
https://www.ada.lt/go.php/Pranesimas-apie-duomenu-saugumo-pazeidima407
http://vdai.lrv.lt/uploads/vdai/documents/files/Pazeidimo_DSP_forma_2018-08.docx
https://cnpd.public.lu/en/professionnels/obligations/violation-de-donnees/violation-donnees-rgpd.html
https://cnpd.public.lu/content/dam/cnpd/fr/formulaires/formulaire-cnpd-data-breach-notification-EN-V2.docx
https://idpc.org.mt/for-organisations/
https://www.reportbreachidpc.com/
https://www.biznes.gov.pl/en/firma/how-to-handle-official-matters-in-poland/handling-official-matters-via-biznes-gov-pl/proc_889-naruszenie-danych-osobowych
https://www.biznes.gov.pl/pl/e-uslugi/00_0889_00
https://www.cnpd.pt/english/index_en.htm
https://www.cnpd.pt/DataBreach/
https://www.dataprotection.ro/index.jsp?page=home&lang=en
https://www.dataprotection.ro/formulare/formularBresaGdpr.do?action=view_action&newFormular=true
https://dataprotection.gov.sk/uoou/sk/dp/dp-breach
https://www.ip-rs.si/zakonodaja/reforma-evropskega-zakonodajnega-okvira-za-varstvo-osebnih-podatkov/kljucna-podrocja-uredbe/prijava-krsitev/#c1948
https://sedeagpd.gob.es/sede-electronica-web/vistas/formBrechaSeguridad/procedimientoBrechaSeguridad.jsf
https://www.datainspektionen.se/other-lang/in-english/the-general-data-protection-regulation-gdpr/personal-data-breaches/report-personal-data-breach/
https://www.datainspektionen.se/other-lang/in-english/the-general-data-protection-regulation-gdpr/personal-data-breaches/report-personal-data-breach/risks/
https://datalekken.autoriteitpersoonsgegevens.nl/actionpage?0
https://datalekken.autoriteitpersoonsgegevens.nl/actionpage?0-1.ILinkListener-aanmaken
https://www.lda.bayern.de/en/data_breach.html
https://www.lda.bayern.de/de/datenpanne.html
https://www.datenschutz-berlin.de/datenpannenformular.html
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/datenleck/BlnBDI_formular_datenpanne.pdf


Germany Hamburg GDPR | General Data Protection Regulation Click here n/a

Germany Lower Saxony GDPR | General Data Protection Regulation Click here n/a

Germany
Mecklenburg-
Vorpommern

GDPR | General Data Protection Regulation Click here Click here

Germany
Rheinland-Pf
alz

GDPR | General Data Protection Regulation n/a Click here

Germany Saarland GDPR | General Data Protection Regulation Click here n/a

Germany
Schleswig-Ho
lstein

GDPR | General Data Protection Regulation Click here Click here

Germany Thuringia GDPR | General Data Protection Regulation Click here n/a

UK All GDPR | General Data Protection Regulation Click here n/a

USA Federal
No centralized data protection legislation, see
state-specific regulations

n/a n/a

USA Alabama Ala. Code § 8-38-1 et seq. Click here n/a

USA Alaska Alaska Stat. § 45.48.010 et seq. Click here n/a

USA Arizona Ariz. Rev. Stat. § 18-551 to -552
Click here
Click here

n/a

USA Arkansas Ark. Code §§ 4-110-101 et seq. Click here Click here

USA California Cal. Civ. Code §§ 1798.29, 1798.82 Click here n/a

USA Colorado Colo. Rev. Stat. § 6-1-716 Click here n/a

USA Connecticut Conn. Gen Stat. §§ 36a-701b, 4e-70 Click here n/a

USA Delaware Del. Code tit. 6, § 12B-101 et seq. Click here n/a

USA
District of
Columbia

D.C. Code §§ 28- 3851 et seq., 2020 B 215 Click here n/a

USA Florida Fla. Stat. §§ 501.171, 282.0041, 282.318(2)(i)
Click here
Click here n/a

USA Georgia Ga. Code §§ 10-1-910 to -912; 46-5-214
Click here
Click here

n/a

USA Guam 9 GCA §§ 48-10 et seq. Click here n/a

USA Hawaii Haw. Rev. Stat. § 487N-1 et seq. Click here n/a

USA Idaho Idaho Stat. §§ 28-51-104 to -107 Click here n/a

USA Illinois
815 ILCS §§ 530/1 to 530/25, 815 ILCS 530/55 (2020 S.B.
1624)

Click here
Click here

n/a

USA Indiana Ind. Code §§ 4-1-11 et seq., 24-4.9 et seq. Click here n/a

USA Iowa Iowa Code §§ 715C.1, 715C.2 Click here n/a
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https://datenschutz-hamburg.de/
https://lfd.niedersachsen.de/startseite/datenschutzreform/dsgvo/faq/meldung-von-datenschutzverstoeen-167312.html
https://www.datenschutz-mv.de/behoerde/art13
https://www.datenschutz-mv.de/kontakt/meldung-einer-datenpanne/
https://www.datenschutz.rlp.de/de/themenfelder-themen/online-services/meldeformular-datenpanne-art-33-ds-gvo/
https://datenschutz.saarland.de/
https://www.datenschutzzentrum.de/
https://www.datenschutzzentrum.de/formular/meldung-dsb.php
https://www.tlfdi.de/tlfdi//
https://ico.org.uk/for-organisations/report-a-breach/
http://alisondb.legislature.state.al.us/alison/CodeOfAlabama/1975/8-38-2.htm
http://www.legis.state.ak.us/basis/folioproxy.asp?url=http://wwwjnu01.legis.state.ak.us/cgi-bin/folioisa.dll/stattx09/query=%5BJUMP:%27AS4548010%27%5D/doc/%7B@1%7D?firsthit
https://www.azleg.gov/viewdocument/?docName=https://www.azleg.gov/ars/18/00551.html
https://www.azleg.gov/viewdocument/?docName=https://www.azleg.gov/ars/18/00552.html
https://arkansasag.gov/forms/data-breach-reporting/
https://arkansasag.gov/forms/data-breach-reporting/
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CIV&sectionNum=1798.29.html
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=5536e953-8c60-4044-8d49-f7cfe0b7ea78&nodeid=AAGAABAABAAHAAT&nodepath=%2FROOT%2FAAG%2FAAGAAB%2FAAGAABAAB%2FAAGAABAABAAH%2FAAGAABAABAAHAAT&level=5&haschildren=&populated=false&title=6-1-716.+Notification+of+security+breach&config=014FJAAyNGJkY2Y4Zi1mNjgyLTRkN2YtYmE4OS03NTYzNzYzOTg0OGEKAFBvZENhdGFsb2d592qv2Kywlf8caKqYROP5&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A5YWF-4WB1-JFSV-G4CX-00008-00&ecomp=d38_9kk&prid=b8d8937f-3fe6-4aa6-a5da-d2b667e2293f
http://www.cga.ct.gov/current/pub/chap_669.htm#sec_36a-701b.html
http://delcode.delaware.gov/title6/c012b/index.shtml
https://code.dccouncil.us/dc/council/code/sections/28-3851.html
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0500-0599/0501/Sections/0501.171.html
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0200-0299/0282/Sections/0282.318.html
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=6927d960-eaac-4a5a-9d11-edeb4cf6f18c&nodeid=AAKAACABQAAC&nodepath=/ROOT/AAK/AAKAAC/AAKAACABQ/AAKAACABQAAC&level=4&haschildren=&populated=false&title=�+10-1-910.+Legislative+findings&config=00JAA1MDBlYzczZi1lYjFlLTQxMTgtYWE3OS02YTgyOGM2NWJlMDYKAFBvZENhdGFsb2feed0oM9qoQOMCSJFX5qkd&pddocfullpath=/shared/document/statutes-legislation/urn:contentItem:5YYC-7VJ1-F22N-X557-00008-00&ecomp=f38_kkk&prid=5db54316-208a-4260-867b-b0a4930392a0
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=f8bab91a-c1fe-49c7-b615-22d37ba4537c&nodeid=ABUAAJAAHAAG&nodepath=/ROOT/ABU/ABUAAJ/ABUAAJAAH/ABUAAJAAHAAG&level=4&haschildren=&populated=false&title=�+46-5-214.+Action+in+event+of+telephone+record+security+breach;+notification+to+Georgia+residents;+law+enforcement+exception;+violationsshall+be+unfair+or+deceptive+practice+in+consumer+transactions&config=00JAA1MDBlYzczZi1lYjFlLTQxMTgtYWE3OS02YTgyOGM2NWJlMDYKAFBvZENhdGFsb2feed0oM9qoQOMCSJFX5qkd&pddocfullpath=/shared/document/statutes-legislation/urn:contentItem:5YYC-7VF1-JBT7-X3PK-00008-00&ecomp=f38_kkk&prid=5db54316-208a-4260-867b-b0a4930392a0
http://www.guamcourts.org/CompilerofLaws/GCA/09gca/9gc048.pdf
http://www.capitol.hawaii.gov/hrscurrent/Vol11_Ch0476-0490/HRS0487N/HRS_0487N-0001.htm
https://legislature.idaho.gov/statutesrules/idstat/Title28/T28CH51/
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2702&ChapAct=815%20ILCS%20530/&ChapterID=67&ChapterName=BUSINESS+TRANSACTIONS&ActName=Personal+Information+Protection+Act
http://www.ilga.gov/legislation/BillStatus.asp?DocNum=1624&GAID=15&DocTypeID=SB&LegId=118713&SessionID=108&GA=101
http://iga.in.gov/legislative/laws/2020/ic/titles/024#24-4.9
https://www.legis.iowa.gov/docs/code/715c.pdf


USA Kansas Kan. Stat. § 50-7a01 et seq. Click here n/a

USA Kentucky KRS § 365.732, KRS §§ 61.931 to 61.934
Click here
Click here

Click here

USA Louisiana La. Rev. Stat. §§ 51:3071 et seq. Click here n/a

USA Maine Me. Rev. Stat. tit. 10 § 1346 et seq. Click here n/a

USA Maryland
Md. Code Com. Law §§ 14-3501 et seq., Md. State Govt.
Code §§ 10-1301 to -1308

Click here
Click here

n/a

USA
Massachusett
s

Mass. Gen. Laws § 93H-1 et seq. Click here n/a

USA Michigan Mich. Comp. Laws §§ 445.63, 445.72
Click here
Click here

n/a

USA Minnesota Minn. Stat. §§ 325E.61, 325E.64
Click here
Click here

n/a

USA Mississippi Miss. Code § 75-24-29 Click here n/a

USA Missouri Mo. Rev. Stat. § 407.1500 Click here n/a

USA Montana Mont. Code §§ 2-6-1501 to -1503, 30-14-1704, 33-19-321
Click here
Click here

Click here

USA Nebraska Neb. Rev. Stat. §§ 87-801 et seq. Click here n/a

USA Nevada Nev. Rev. Stat. §§ 603A.010 et seq., 242.183
Click here
Click here

n/a

USA
New
Hampshire

N.H. Rev. Stat. §§ 359-C:19, 359-C:20, 359-C:21
Click here
Click here

Click here

USA New Jersey N.J. Stat. § 56:8-161, 163 Click here n/a

USA New Mexico N.M. Stat. §§ 57-12C-1 Click here n/a

USA New York N.Y. Gen. Bus. Law § 899-AA Click here n/a

USA
North
Carolina

N.C. Gen. Stat §§ 75-61, 75-65, 14-113.20
Click here
Click here

Click here

USA North Dakota N.D. Cent. Code §§ 51-30-01 et seq. Click here n/a

USA Ohio Ohio Rev. Code §§ 1347.12, 1349.19, 1349.191, 1349.192
Click here
Click here

Click here

USA Oklahoma Okla. Stat. §§ 74-3113.1, 24-161 to -166
Click here
Click here

n/a

USA Oregon Oregon Rev. Stat. §§ 646A.600 to .628 Click here n/a

USA Pennsylvania 73 Pa. Stat. §§ 2301 et seq. Click here Click here

USA Puerto Rico 10 Laws of Puerto Rico §§ 4051 et seq. n/a n/a

USA Rhode Island R.I. Gen. Laws §§ 11-49.3-1 et seq. Click here n/a
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http://www.kslegislature.org/li/b2019_20/statute/050_000_0000_chapter/050_007a_0000_article/
http://www.lrc.ky.gov/Statutes/statute.aspx?id=43326
http://www.lrc.ky.gov/Statutes/statute.aspx?id=43575
http://www.lrc.ky.gov/Statutes/statute.aspx?id=43575
http://legis.la.gov/Legis/Law.aspx?d=322027
http://janus.state.me.us/legis/statutes/10/title10ch210-Bsec0.html
http://www.lexisnexis.com/hottopics/mdcode/
http://mgaleg.maryland.gov/mgawebsite/Laws/StatuteText?article=gsg&section=10-1301&enactments=False&archived=False
http://www.mass.gov/legis/laws/mgl/93h-1.htm
http://legislature.mi.gov/doc.aspx?mcl-445-72
http://legislature.mi.gov/doc.aspx?mcl-445-63
https://www.revisor.mn.gov/statutes/?id=325E.64
https://www.revisor.mn.gov/statutes/?id=325E.61
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=2d255c41-e61e-4a49-a6bc-c6f97e5b2ee5&nodeid=ABNAAWAABAAQ&nodepath=/ROOT/ABN/ABNAAW/ABNAAWAAB/ABNAAWAABAAQ&level=4&haschildren=&populated=false&title=�+75-24-29.+Persons+conducting+business+in+Mississippi+required+to+provide+notice+of+a+breach+of+security+involving+personal+information+to+all+affected+individuals;+enforcement.&config=00JABhZDIzMTViZS04NjcxLTQ1MDItOTllOS03MDg0ZTQxYzU4ZTQKAFBvZENhdGFsb2f8inKxYiqNVSihJeNKRlUp&pddocfullpath=/shared/document/statutes-legislation/urn:contentItem:8P6B-8782-8T6X-74VC-00008-00&ecomp=d38_kkk&prid=759039fc-407b-444d-93dc-cfc0bee4a3ac
https://revisor.mo.gov/main/OneSection.aspx?section=407.1500&bid=23329&hl=
https://leg.mt.gov/bills/mca/title_0020/chapter_0060/part_0150/sections_index.html
https://leg.mt.gov/bills/mca/title_0300/chapter_0140/part_0170/section_0040/0300-0140-0170-0040.html
https://leg.mt.gov/bills/mca/title_0330/chapter_0190/part_0030/section_0210/0330-0190-0030-0210.html
http://nebraskalegislature.gov/laws/statutes.php?statute=87-801
http://www.leg.state.nv.us/NRS/NRS-603A.html
http://www.leg.state.nv.us/NRS/NRS-242.html#NRS242Sec183
http://www.gencourt.state.nh.us/rsa/html/XXXI/359-C/359-C-20.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/359-C/359-C-19.htm
http://www.gencourt.state.nh.us/rsa/html/XXXI/359-C/359-C-21.htm
https://lis.njleg.state.nj.us/nxt/gateway.dll?f=templates&fn=default.htm&vid=Publish:10.1048/Enu
https://laws.nmonesource.com/w/nmos/Chapter-57-NMSA-1978#!b/57-12C-1
https://www.nysenate.gov/legislation/laws/GBS/899-AA
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_75/GS_75-65.html
http://www.ncga.state.nc.us/EnactedLegislation/Statutes/HTML/BySection/Chapter_75/GS_75-61.html
https://www.ncleg.gov/EnactedLegislation/Statutes/PDF/BySection/Chapter_14/GS_14-113.20.pdf
http://www.legis.nd.gov/cencode/t51c30.pdf
http://codes.ohio.gov/orc/1349.19
http://codes.ohio.gov/orc/1347.12
http://codes.ohio.gov/orc/1349.191
http://webserver1.lsb.state.ok.us/OK_Statutes/CompleteTitles/os24.rtf
http://webserver1.lsb.state.ok.us/OK_Statutes/CompleteTitles/os74.rtf
https://www.oregonlegislature.gov/bills_laws/ors/ors646A.html
https://govt.westlaw.com/pac/Browse/Home/Pennsylvania/UnofficialPurdonsPennsylvaniaStatutes?guid=N9B3F41908C4F11DA86FC8D90DD1949D4&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)
https://govt.westlaw.com/pac/Browse/Home/Pennsylvania/UnofficialPurdonsPennsylvaniaStatutes?guid=N9B3F41908C4F11DA86FC8D90DD1949D4&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)
http://webserver.rilin.state.ri.us/Statutes/TITLE11/11-49.3/INDEX.HTM


USA
South
Carolina

S.C. Code § 39-1-90 Click here n/a

USA South Dakota S.D. Cod. Laws §§ 20-40-19 to -26
Click here
Click here

na

USA Tennessee Tenn. Code §§ 47-18-2107; 8-4-119
Click here

Click here
n/a

USA Texas Tex. Bus. & Com. Code §§ 521.002, 521.053
Click here
Click here

n/a

USA Utah Utah Code §§ 13-44-101 et seq. Click here n/a

USA Vermont Vt. Stat. tit. 9 §§ 2430, 2435 Click here n/a

USA Virgin Islands V.I. Code tit. 14, §§ 2208, 2209 Click here n/a

USA Virginia Va. Code §§ 18.2-186.6, 32.1-127.1:05
Click here
Click here

n/a

USA Washington Wash. Rev. Code §§ 19.255.010, 42.56.590
Click here
Click here

n/a

USA West Virginia W.V. Code §§ 46A-2A-101 et seq. Click here n/a

USA Wisconsin Wis. Stat. § 134.98 Click here n/a

USA Wyoming Wyo. Stat. § 6-3-901(b), §§ 40-12-501 to -502 Click here n/a
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http://www.scstatehouse.gov/code/t39c001.php
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=StatuteChapter&Statute=22-40
https://sdlegislature.gov/Statutes/Codified_Laws/DisplayStatute.aspx?Type=Statute&Statute=22-40-19
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=709701b0-09e6-4969-a164-a37ab221d99b&nodeid=AAIAAEAABAAT&nodepath=%2FROOT%2FAAI%2FAAIAAE%2FAAIAAEAAB%2FAAIAAEAABAAT&level=4&haschildren=&populated=false&title=8-4-119.+Report+to+comptroller+of+treasury+of+government+fraud.&config=025054JABlOTJjNmIyNi0wYjI0LTRjZGEtYWE5ZC0zNGFhOWNhMjFlNDgKAFBvZENhdGFsb2cDFQ14bX2GfyBTaI9WcPX5&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A560C-WWB0-R03K-P21R-00008-00&ecomp=f38_kkk&prid=1ebbe805-18ab-4aae-92e0-ec985d915ffa
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=ae167118-3d03-4a8c-af3c-83c6191bfd5e&nodeid=ABVAAUAAVAAH&nodepath=%2FROOT%2FABV%2FABVAAU%2FABVAAUAAV%2FABVAAUAAVAAH&level=4&haschildren=&populated=false&title=47-18-2107.+Release+of+personal+consumer+information.&config=025054JABlOTJjNmIyNi0wYjI0LTRjZGEtYWE5ZC0zNGFhOWNhMjFlNDgKAFBvZENhdGFsb2cDFQ14bX2GfyBTaI9WcPX5&pddocfullpath=%2Fshared%2Fdocument%2Fstatutes-legislation%2Furn%3AcontentItem%3A4X8K-XB40-R03J-K1K5-00008-00&ecomp=f38_kkk&prid=1ebbe805-18ab-4aae-92e0-ec985d915ffa
http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm#521.053
http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm#521.002
http://le.utah.gov/xcode/Title13/Chapter44/13-44.html?v=C13-44_1800010118000101
http://legislature.vermont.gov/statutes/chapter/09/062
https://legvi.org/index.php/services/vi-code/
http://law.lis.virginia.gov/vacode/title32.1/chapter5/section32.1-127.1:05/
http://law.lis.virginia.gov/vacode/title18.2/chapter6/section18.2-186.6/
http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56.590
http://apps.leg.wa.gov/RCW/default.aspx?cite=19.255.010
http://www.legis.state.wv.us/WVCODE/Code.cfm?chap=46a&art=2A#2A
http://www.legis.state.wi.us/statutes/Stat0134.pdf
http://legisweb.state.wy.us/NXT/gateway.dll?f=templates&fn=default.htm&vid=


COVER MORE GROUND

Interested in hearing what
ActZero's MDR service can do to

help your organization defend
against cyber threats? 

Request A Demo

https://actzero.ai/get-a-demo/
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